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programmedlogic，theprogrambehaviorshouldbeconsid－  

eredtobestochasticint，ermSOfexecutiontime．Thist．ells  

usthatthesoftwarereliabilitystronglydepends on both  

thecomponent reliabilityforeach actjvecomponentand  
thetransitionbehavior betweencomponents．n・Om these  

reasons，thewhite－boxmodelsdependingonthesoftware  

StruCturereCentlyreceiveconsiderableattentionstoassess  

thereliabilityforhigh1ycriticalsoftwaresystems．   
First，Littlewood【3，4】proposed a・COmpOnent－based  

SOftwarereliabilitymodel．In the Littlcwoodmodel，itis  

assumedthatthesoftwarecomponentisexecutedaccord－  

ingtoacontinuous－timeMarkovchain（CTMC）・Sincethe  

seminalcontributionbyLittlewood【畠，4】，manykindsof  

COmpOnenレbasedsoftwarereliabilitymodelshavebeende－  

velopedintheliterature．Ledoux【5】developedaneXtended  

COmpOnent－basedmodelbyintroducingtheconceptofpri－  

maryfailuresandsecondaryfailures．NotethattheLedoux  
modelisdescribedasaversatileMarkovprocesswhichis  
LhemostwideclassofMarkovpointprocess．Inthispa－  

Per，We eXtend the classicalLittlewood modelfrom the  
di鮎rentpointofview．Intheearlierliterature【3－6】，the  

component－basedsoftwarereliabilitymodelsaremodeled  
toassessthesoftwarereliabilityinoperationalphase．Since  

thesoftware testissu瓜ciently executed beforereleasing，  

itisassumedthatthesoftwal・eSyStemintheoperational  

l）hase does not show the reliability growth phenomenr）n  

anylonger．Inotherwords，theexistingcomponent－based  

modelsfocusontheopcrationalreliabilityanddonottake  
accountofthereliabilityassessmentinthetesting．Inthe  

fo1lowlngSeCtion，WeeXtendtheJelinski＆Morandamodel  

in terms of software structure and propose a somewhat 
difkrentcomponent－basedsoftwarereliabilitymodelfrom  

Littlewood【3，4】・   

2．Model】Descrip七ion   

1．Introduction   

Softwarereliabilityisoneofthemostimportantfactor  
inthedevelopmentofmoderncomputersystems，because  

thesoftwareerrorsofcomputersystems，Whichareutilized  
in危nancialinstitutionsandotherindustries，Willcausea  

great dealofdamage to ourlives．Ifwe can develop a  

fault－free program，the software system willseldom fail．  

However，itwi11beimpossible to detect au the software  
hultswithinalimitedtestingperiodandresources，eSpe－  

Cial1yforacomplexandlargescaledsoftware．Hence，the  

SOftwarereliabilityhastobeassessedquantitativelybefbre  
beingreleasedtotheuserormarket．Usual1y，thesoftware  

reliabilityisestimated based on the stochastic dynamics  
Ofdetectingsoftwarefaults，i．e．asequenceofinter－fai1ure  

timeandcumulativenumberoffaults．Then，thestochastic  

modelscal1edsqfharereliabiEitygrowthmodeLsareusefu1  
toasse∬thesoftwarereliability［1】．  

Ingeneral，thesoftwarereliabilitygrowthmodelscanbe  
Classi鮎dintotwotypes；abLack－boxmodelandawhite－box  

model・Theblack－boxmodelfbcusesonlyonthetimeseries  

behavior ofdetected hults，SuCh as asequence ofinter－  

failure timeand cumulat．ive number offaults．The most，  

classicalbut well－known black－box modelis theJelinski  

＆Morandamodel【2】・IntheJelinski＆Morandamodel，  

itis assumed that t，he detection rate ofsoftware faultsis  

PrOpOrtionaltothenumberoffaultsremaininginthesofト  

Ware．Moreprecisely，Whenthe totalnumberoffaultsin  

thesoftwaresystem，N（＞0），isgiven，itisassumedinthe  

Jelinski＆Moranda modelthat the fault det，CCtion rate  

depends on the cumulative number offaultsexperienced  
before，n（＜N），and that thetotalnumber ofdetected  

faultsfo1lowsthepurebirthprocesswithtransitionrate：  

恥＝（Ⅳ一犯＋1）仏  （1）   

WhereFL（＞0）isapositiveconstant．   

However，itis pointed out that the black－box model  

needs obviously alarge number ofdata to perform the  
accurate prediction，andignores completely the software  

architecture whichisthe mostimportant factor toafFect  

thesoftwarereliability．General1yspeaking，aSOftwaresys－  

temisconsjsted ofa number ofmoduJes orcomponents，  

which can be regarded as functions in program sources. 

Sincethesoftwareisexecutedintheunitofcomponenton  

Let usconsider asoftwaresystemwhich consists ofm  
COmpOnentS．One componentis always being executed  

whilethesystemisactive・Thecurrentlyexecutedcom－  

ponentis cal1ed the active component．The active com－  

ponentfrequentlychangeswiththepassageoftime・Itis  

assumed that thedynamic behavior ofLheactivecompo－  

11entisdescribedbyaCTMCwithaniIl丘nitesimalgener－  

atorM．Theactivecomponentattheinitialtime（initial  
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COnfiguration）isselectedbasedon theprobabilityvector  

α＝（α1，…，αm）・Software failuresarecausedonly by  

faultsin an active component，nOtin the otherinactive  

OneS．Thefaultdetectionratedependsonthecomponents，  

Wherethefaultdetectionratevector，Whoseelementcor－  

respondstoeachcomponent，isF▲＝（FLl，‥・，FLm）・When  

asoftwarefailurecaused by afaultoccurs，thenitisde－  

tectedimmediately，remOVedand／orrepairedwithnode－  

1ayedtime．Hence，aftertherepair，thesoftwarereliability  

will grow up. 

Inthispaper，WemakethefbllowlngaSSumptions；  

A．Theinterface failures at，t．ranSit，jon of an active com－  

ponent do not occur with probability one．Namely，  

thereisnosoftwarehultintheinterfaceamongcom－  

ponents・  

B・The repair／remove timefor a detected fault can be  

negligible．  

C．The software systemis reinitialized after repaiト   

ing／removing a fault，i．e．，the software test 

restartedfromtheinitialsoftwarecomponentconfig－  

uration．  

Wedefinethesizevectoru＝（LUl，・・・，Wm）whosei－thele－  

mentrepresentstherelativesizeofcomponenti，Wherethe  

totalsumofelementsisl．Fbrexample，Whenthesoftware  

COmpOnentS Can be regarded as computer programs，the  
COmpOnentSizecanbeinterpretedastheamountoftheir  

SOurCe COde．The number offaultsineach componentis  

assumed tobeproportionaltothesizeofcomponent，．Let  

Ndenote thc number ofhultsin the softwaresystem at  

theinitialtimet＝0．Thus，thenumberoffaultsineach  

COmpOnentCanbeexpressedbyNwattheinitialtime．   

Let鳥j（n，t）denotetheprobabilitythatnfaultsarede－  

tectedattimetandtheactivecomponentchangesfromi  
toj，！．e．，  

彗メ（柁，り  

＝ Pr（Ⅳ（t）＝几，ノ（t）＝jl〃（0）＝0，ノ（0）＝豆），  

（2）   

Where（N（t），t≧0）isthecumulativenumberoffaultsde－  

tecteduptoLimetand（）（t），t≧0）享Stheindexontheac－  

tivecomponent・WedefineamatrixP（n，t）withelements  

13j（n，t）．Fromthewell－knownChapman－Kolmogorovfor－  

Wardequation，Wehave   

p（0，り＝畔）叫0），   
（3）   

町り＝坤，岬（几）  

－タ（㍑－1，り〟（れ－1）eTα，（4）  

（乃＝1，2，‥・，Ⅳ－1），   

嘲り＝一斗〃－1，t）叫〃－1）eTα，（5）  

whereeTisacolumnvectorwithelementsl，and  

〟（m）＝〟－（〃－れ）diag（ul／力，…，Um〝m）・（6）   

IfthesoftwareinvoIvesonlyonecomponent，thepresent  

modelisthenreducedtotheJelinski＆Morandamodel［2］・  

Inotherwords，OurmOdelincludestheJelinski＆Moranda  

modelasaspecialcase，andcanberegardedasanextended  

modeltakingaccountofthesoftwarearchitecture・   

FromthefamiliarMarkovianargument，itiseasilyseen  

thattheMTBF（meantimebetweenfailures）forthen－th  
detected faultis  

MTBF（m）＝α（〟（れ－1））‾1eT．  （7）  

BysoIvingthediffbrence－differentialequations（4）－（6），the  

expectedcumulativenumberoffaultsdetecteduptotime  
tisglVenby   

JV  

E【Ⅳ（り】＝α∑ば（叫）eT・  （8）  

れ＝O  

Furtherdi庁erentiatingE【N（t）】withrespectoftyields  

ノ∨－1  

孟E伸）】＝一α∑勒岬（m）er・ （9）  

れ＝O  

Hence，theinstantaneous MTBF and the cumulative  

MTBFareglVenby  

（10）  MTBFJ（t）＝  
dEr〃（t）】／此  

and  
£  

RlⅣ（川’   

（11）   MT】〕Fc（り＝  

respectively．  
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