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1 Introduction

We construct a software availability model consider-
ing the number of restoration actions [1, 2]. We cor-
relate the failure and restoration characteristics of the
software system with the cumulative number of cor-
rected faults. Furthermore, we consider an imperfect
debugging environment where the detected faults are
not always corrected and removed from the system.
The time-dependent behavior of the system alternating
between up and down states is described by a Markov
process. From this model, we can derive quantitative
measures for software availability assessment consider-
ing the number of restoration actions. Finally, we show
numerical examples of software availability analysis.

2 Model description
The following assumptions are made for software
availability modeling:

Al. The software system is unavailable and starts to be
restored as soon as a software failure occurs, and
the system cannot operate until the restoration
action is complete.

A2. The restoration action implies the debugging ac-

tivity; this is performed perfectly with probability '

a (0 < @ £ 1) and imperfectly with probability
b(=1—a). We call a the perfect debugging rate.
One fault is corrected and removed from the soft-
ware system when the debugging activity is per-
fect.

The next time intervals of software failures and
restorations when n faults have already been cor-
rected from the system, follow exponential distri-
butions with means 1/),, and 1/u,, respectively.

A3.

A4.

The probability that two or more software failures
occur simultaneously is negligible.

Consider a stochastic process {X(t), t > 0} whose
state space is (W, R), where up state vector W =
{Wn; n =0, 1, 2, ...} and down state vector R =
{R,; n=0,1, 2, ...}. Then, the events {X(t) = W,}
and {X(t) = R,} mean that the system is operating
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and inoperable due to the restoration action at time
point ¢, when n faults have already been corrected,
respectively. ‘ '

From assumption A2, when the restoration action
has been complete in {X(¢) = R,},

x0= (i,

The sample state transition diagram of X (t) is illus-
trated in Fig. 1.

(with probability b)

(with probability a). (1)
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Fig.1 A diagrammatic representation of state tran-
sitions between X (t)’s.

3 Software availability measures

Here we consider the relationship between the num-
ber of the restoration actions and software availability
measurement. Let [ =0, 1, 2, ... denote the number
of the restoration actions. Furthermore, we introduce
the binary indicator variable I4(t) taking the value 1
(0) if the system is operating (inoperable) at time point
t, given that it was in state A € (W, R) at time point
t = 0, respectively. Then A;(t) = Pr{lw,(t) = 1}
(=0, 1, 2, ...) denotes the instantaneous software
availability given that the system was in state W; at
time point ¢t = 0, i.e.,

Ait) =) Pw,w.(2)
=1- E PW,-,R,,. (t)) (2)

(see Fig. 2), where P4 g(t) (A, B € (W, R)) denotes
the state occupancy probability that the system is in
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state B at time point ¢ on the condition that the system
was in state A at time point ¢t = 0.
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X : Software failure-occurrence
O : Perfect debugging
A : Imperfect debugging

Fig.2 Sample behavior of the system and event
{Iw.(t) = 1}.

It is noted that the cumulative number of corrected
faults at the completion of the [-th restoration action,
Ci, is not explicitly observed since imperfect debug-
ging is assumed throughout this paper. However, C;
follows the binomial distribution having the following
probability mass function'

Pr{C; = z} = (l) bt (i=0,1,2 ..., 0, (3
where (%) = U!/[(l —i)!i!] denotes a binomial coefficient.
Accordingly, the instantaneous software availability af-
ter the completion of the {-th restoration action can be
defined as
: l
A1) = Pr{C = i}Au(t), (4)
i=0

which represents the probability that the system is op-
erating at time point ¢, given that the I-th restoration
action was complete at time point t = 0. Furthermore,
the average software availability after the completion
of the [-th restoration action can be defined as

/ A(z; l)dz, (5)

which represents the ratio of the system’s operating
time to the time interval (0, t|, given that the i-th
restoration action was complete at time pbint t=0.
We can express (4) and (5) as

Aoy (t;1)

. .
- Z ( ) zbl 12 g‘t n+l (6)

=0 n=t
e

respectively, where g; ,(t) and G;,(t) are the proba-
bility density and the distribution functions of random
variable S; ,, representing the transition time from state
W; to state W, (i < n), respectively. These can be ob-
tained as closed forms.

4 Numerical Examples

Figures 3 shows the time-dependent behaviors of the
instantaneous software availability, A(¢;l) in (6) for
various numbers of the restoration actions, . This fig-
ure indicates that software availability drops rapidly
immediately after the beginning of re-operation and
then gradually increases. We can also see that soft-
ware availability improves with the increasing number
of the restoration actions.
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Fig.3 Dependence of number of restoration actions
on A(t;l) (a =09, D=0.1, k=08, E =
1.0, r = 0.9).
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