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1 Introduction

We develop a stochastic software safety/availability
assessment model. Our attention is directed to the
event that the system causes hazardous conditions ran-
domly in operation, not that the system may fall into
an unsafe state when the system is down due to soft-
ware failure-occurrence. This model is formulated by
a Markov process to describe the time-dependent be-
havior of the software system, taking account of the
software reliability growth process. In particular, this
model can provide the metrics of software safety [1]
defined as the probability that the system does not fall
into hazardous states at a specified time point. Nu-
merical illustrations are presented to show that these
models are useful for software safety/availability mea-

surement and assessment.

2 Model Description

The following assumptions are made for software
safety/availability assessment modeling:

Al. When the software system is operating, the hold-
ing times of the safe and the unsafe state follow
exponential distributions with means 1/6 and 1/7,
respectively.

A2. The software system breaks down and starts to be
restored as soon as a software failure occurs, and
the system can not operate until the restoration

action completes.

A3. The restoration action implies the debugging ac-
tivity and software reliability growth occurs if a

debugging activity is perfect.

A4. The debugging activity is perfect with probability
a (0 < a < 1), while imperfect with probability
b(=1 - a). A perfect debugging activity corrects

and removes only one fault from the system.

A5. When n faults have been corrected, the next
software failure-occurrence time-interval and the
restoration time follow exponential distributions

with means 1/), and 1/pu,, respectively.
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A6. The restoration actions are performed in safe
states.

The state space of the process {X(t), ¢ > 0} repre-
senting the state of the software system at time point
t is defined as follows:

W,: the system is operating in a safe state,
U,: the system is operating in an unsafe state,
R,,: the system is inoperable and restored,

wheren = 0,1, 2,... denotes the cumulative number of

corrected faults.
From assumption A4, when a restoration action com-

pletes in {X(¢t) = R,},

X0= i,

The sample state transition diagram of X (t) is illus-
trated in Fig. 1.
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3 Software Safety/Availability Analy-
sis

We can derive the state occupancy probabilities
Pw,_(t) = Pr{X(t) = Wp}, Py, (t) = Pr{X(¢) = U,},
and Pg,_(t) = Pr{X(t) = R,} analytically.

Then, the software safety [2] is defined as

5(t) =) [Pw, (1) + Pr,(t)], (2)

which represents the probability that the software sys-
tem does not fall into any unsafe states at time point
t. Furthermore, the instantaneous software availability
[3] is defined as

AR =S Pw, (1), (3)

which represents the probability that the software sys-
tem is operating safely at time point ¢.



Fig.1 A diagrammatic representation of state transitions between X(¢)’s.

4 Numerical Examples

Figure 2 shows the software safety, S(t) in (2) for
various values of a where A, = Dk" (D > 0, 0 <
k < 1)and g, = Er™ (E >0, 0 < r < 1). This
figure indicates that the software safety decreases with
increasing a, i.e., more rapid software reliability growth
leads lower software safety. This reason is that this
model assumes that the software failure-occurrence is
not the unsafe state.

Figures 3 represents the instantaneous software
availability, A(t) in (3) for various values of a. A(t)
drops rapidly immediately after operation and improve
gradually with the lapse of time. This figure also tells
us that a system has higher availability with increasing
a.
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Fig.2 Dependence of @ on S(t) (D = 0.1, k = 0.8,

E=027=0.9,6=0017=0.1).
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Fig.3 Dependence of a on A(t) (D = 0.1, k = 0.8,

E=02r=09,0=001,7=0.1).
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