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ZoEE ANDHEIZEEND X OEBROE KK
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TR EEE Yo, U, XIS A M EY ME
DEFELTERATEL, 264 Ey VD
A, rBEEBIOER 2y b (y5s & yhe) IZTEH
LCTHES Y5 2R3 U (0,0), (0,1), (1,0), (1,1)
D4BYOBERIZLIERLLTEZONL. 20K
EORFHEIZDTON I3 E NS,

A(all) MUYy bOMPFEELRLITNTEENS

B (balance) #&IZEG N2 EKTNTO EX-

FRL—=va XY —F



OR 2’1l %
C (constant) $XTHUHEDOADESIZE>T
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fE4%. 728 ZITEX-ORIZBWT, AL CHANE
NI T AL 20, AL AR AL BOY;
Bl A B, CONTNAOREEZINY 5 5. BEEITH
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EV ) RS A T 2 2 L2 BigL2b DT
Hb. HEIZZOFHETLDDLE, AL BOMEY
SUITEZWTHERAZEEZ Ak S v X5 2L
HEEBA LI EICH D, RH R eI 7] 12
DL LT, AL E R EFRIZT 2 LTS (7] &
D PFET B

E% 1. Bit Product Function 7. Let m, : Fy — Fa
be a function for any u € F5. Let x € F5 be an in-
put of m,, and 7 (x) is the AND of z; satisfying

u; = 1, i.e., it is defined as

Tu(x) := I_leuZ (3)

INZHWwdE ANFIZDTTO L) IIEBITE s L
ARENTVS.

E#E 2. Algebraic Normal Form (ANF). Any f :
F5 — F2 can be represented as

n

f@)= D al([]z") = P almul@), (4)
weFp =1 u€F}
where af, € Fy is a constant value depending on f

and u.

M5 XY, Division Property (LT D X 9 I2E 5%
ENTWV5D,

E# 3. Division Property. Let X be a multiset
whose elements take a value of F5, and k takes a
value between 0 and n. When the multiset X has
the division property Dy, it fulfills the following

conditions:

nknown if U k,
@ﬂ'u(m) = Unkno wlu) > (5)

zeX 0 otherwise,

where w(-) denotes Hamming weight.

DY Oty u it all-zero 5 all-one T 2V i) O
BEAHL. $_XTOXDOERIZHLTudFEns
EEIEFLL HENVnEEIZ0LT S BRI u=
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all-zero (I T XTO X IIHLTUITEENL LTS,
HoHullxptl, EEE,HEENS 0/1 D EX-OR D
W0 b E [FDuldwu) <k %2 DY
AWALT B ] EHET S, ZDLHIZLT, DY AL
T5ubZ)TRVHAETu DEREZFHIL T L.
B DN 1ZU D, DY 1 B O Integral property & [
BOWEL %L, —HTARMET2E4E DY %
T 525, ZOHIELT LI LR, #flE LT
BIFoNT0H 0%, KBEZDPFRETHE I TY
BYHATHY, ALWIFEICELRSHWA DY &L
THH ZENTES.

DX % DY OELIHESE, Ty U NERER
Division Property Ofniltfift 2179 . #HEOMMGS
PHEHIR ORI L FIERIC A & C 27T ay s
HALTH 2 7B a2 5. SRS & IR
T IR L2 N AURIRIFIE DOV — VDR ST
L. BlE U CIRBIER S DRy — v 2 Pok3 5 (7).

FEARRHSEE D D Division Property DixiftiF!E. Let
s be a function (S-Box) from n bits to m bits, and
the degree is d. Assuming that an input multiset X
has the division property Dy, the output multiset
Y has DF”%]. In addition, assuming that n = m and
the S-Box is a permutation, the output multiset Y

has D, when the input multiset has DJ,.

FEPEIZ 1L Vectorial Division Property %° Collective
Division Property 7 &, & 57 %0 58 F: % IR
452 L% 20, RRTIIEBT S, SO
IR DT O A B ER STV D, V—LD
LR IZ O W T O A L, BigT 5.

- Copy [y1,y2] = [z, ]

- Split y1[ly2 = =

- Concatenation y = z1||z2

- EX-OR y = 1 @ 22
ZOEHIZALBEFTT, LEd DY OEIOA
ICHEBT 2O THERFETIIERTE L2 WEEOFER
ZUHEIZ LT\ 5. Division Property 2527 %
£ % u OBBCHIERMEIRENTHL25, 77 F
EHED TLITH R TV E RIS u = all-zero DIAH
DI RTAREIL 2D, ZORRMTHRRIHT L4 5.
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SR 64y by S MISTYL 2N 5 %4:
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X, 477 FIZBWTHERFETIIRATE W
PEERT LI LT 5 [8].
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stEE
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1<k<NOMEIZ. DY iE kKD w125 Lk
SN EHE L T DT, BEMIZ IR for
W—THED LRk TROLNTWDE EEZ TLW,
bLr vy FHOERIZBWT, §XTDED u il
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T Y FIZBIAHRIZBVTH AR % % A H
A, for W— T OREIIFHE I A MZEHRED L O
T ZFERIIHIET 20052 F L. 20720, r 7
v Y FHTHOLT 5 K (< k) BRRETE 204, (r+1)
I FHCl for V=70 ER% k =k LiEEHZ
b, BRERERIICM [T IELLE LT, Z0XHI
PRBHIFH % oo sh k2 10 - 24 % SizeReduce &I
IENBFAABEINE N TS, SizeReduce D& 2 J51d
ERWIIEEHICEZ 5 b DD, Division Property
OEBTHEEIFETLHEE 525, L) DI,
rIU Y AT LWL EwsT, ZNLUKT
LWL ZWERLTLIBTERR0WALTHS. EE
AR, BTHRINS 2871 Y 755 Piccolo O
Division Property #3128V T, B &S FRERERIC
Lo THLNIAERL Y B THLYEDHH T EERL
Tw5 [10]. AfRiEZ OFFE% [SizeReduce & & 55
Howit] L4017 Twb. F72, Division Property
FRIZHESR @ Integral Property #EZE X 1) 13 % 7212
RIS 2 ZERAMER N b DD, — I AT
REZ Bt ERREREE L L ClEmkiE 2 b O RETH 5.
ZORER, FATTE BB T HHIRE V)L TR
BN, Y77y 7 B ToO Division Property
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LTy 7RSO AMIIHA XAy PLD b
REVHEEIATRETH L. Zhud, #Jil L7zR%k
BORBLVICBT 2 RAEFRAEORREFTAS.

D& B E YT 2 FE L LT, Xiang I2£ -
T Division Property #:% & {4 %8G H% (MILP:
Mixed Integer Linear Programming) OR#E & L T
PP B FESRE S [11). BRI, 7
0y 75 S A HEANEA TH D

- Copy

- AND

- EX-OR
12817 % Division Property OIa#ithf: 2 D CTHIFY
AAEW L,

- IERZBAEL (S-Box)

- MDS (Maximum Distance Separable) 1751
I, N2 ANF 2287 12 L 729 2 T RB o
ZWMALERTL250TH L. HETNE AL, @
DA OHFIN TIEZ% <, &< ETH Division Prop-
erty O EICET 2 b DL w) JThHAE. 2k
z@EXOR@%ﬁ,mmm)E&Qib<tﬁL
ap,a1,b € {0,1}) w9 RMKRIZBWT, (0,0) — 0,
(0,1) = 1, (1,0) — 1 &9 ALTIBIRILEE O
EX-OR LR UTH LA, (1,1) DA D bt Division
Property 298 L WO TERER T2 KT 5. &
1912 EX-OR 0l

ap+a1 —b=0 (6)

V) RO THAMZRNE 22,

S-Box Ol H 1213 ANF % v, SageMath
IZB1F % inequality_generator() & & SHT 5 2 &
THFREMHEICEL LN TEL, 2L Z0EF
BHS 5 EROBAKE 2B EHNIZH B ER, Di-
vision Property ¥R CIIAE 2 HHA T CHEEL SN
HZEHME, Sun 2 & > THENIZEH T S Greedy
Algorithm & &0 SN FHARE SN TS [12].

MDS #THNHEAAE g S nATHICH Y, 7
Tay 7 AT S A IERIEI S Th H. I
binary ® 7)) I 74 7ERIUZEH L 7-0b, XU D
BERITMAL L 72k 52729 2 T Copy & EX-OR
WS A HFREZ B $ 5. DT IERE SR L7
w71 v 2 K55 Piccolo @ MDS 4751 D il 3 H
e LR T [13]. Piccolo ® MDS 4751 O L 1%

t
(300(4), T1(4), T2(4), 363(4))

— MY (2o(a), T1(a), Togay, Tawy)  (7)
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0ty 0 Oftaatag O Oftaa O O Oltes O 0 O
0 0 ti2 00 tzotza 0[O0 ts1 O 0|0 t73 O O
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